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3x1 : https://www.hbrtaiwan.com/article/19292/capturing-the-real-advantages-of-data

3x2 | https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-longer-oil-
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FraE (GRIRM T EVER) < SRRV Dash ButtonflEcho: BRI HHINZR} o HIEHER
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323 : EUIPO, TRADE SECRETS LITIGATION TRENDS IN THE EU 60-61 (2023). A key issue is how
‘data’” might be protected by trade secret law, particularly when these data are recorded
abstractions of naturally occurring semantic information (e.g. data collected from sensors). When
discussing the relationship between ‘big data’ and trade secrets, it is important to distinguish the
concept of information (data on the semantic level) from the signs in which it is encoded (data on
the syntactic level). This is particularly relevant for Internet of Things (IoT) applications. How the
secrecy requirement is interpreted in such applications, and the doctrines for distinguishing
between naturally occurring information accessible to the public and protectable secret
information, are key areas for monitoring future legal developments)

%4 : Guido Noto La Diega and Cristiana Sappa, The Internet of Things at the intersection of data
protection and trade secrets. Non-conventional paths to counter data appropriation and empower
consumers, 3 Revue européenne de droit de la consommation/ European Journal of Consumer Law
419-458 (2020) at 15, available at https:/ssrn.com/abstract=3772700. Leveraging a portfolio of
big data and intellectual property rights (especially trade secrets), IoT companies put in place
practices that can negatively affect citizens, who are often unaware of them due to a technical and
legal secrecy. ‘Technical secrecy results from the opacity of the algorithms that underpin the
IoT, especially when Al-enabled. ‘Legal secrecy, in turn, come from a combination of trade
secrets, proprietary software and contracts that keep IoT data practices secret
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x5 : Id. at 18. Other papers have argued that-at least in principle-trade secrets protection applies to IoT
data, which are mainly the outcome of automated processes used for the collection, archiving and
any further elaboration of data. Therefore, it would cover data produced and managed by the well-
known IoT devices Dash Button and Echo. Even if the Trade Secrets Directive does not expressly
refer to data resulting from a machine-to-machine process, an extensive interpretation of this text,
which includes them in the protectable subject matter together with data generated in other and
more traditional ways, has to be followed. However, substantial value may arise from the
correlation of such (trivial) information with other data. With big data, including IoT data, trivial
information can have economic value when there is enough trivial information that is put together
and analysed. This begs the question whether we should extend trade secrets protection also to
databases obtained by aggregating data initially gathered by humans or artificial techniques.
Should this diachronically created information have a potential commercial value, it would
certainly deserve protection

316 1 1d. at 4.

2E7 : Fia, T. Resisting IP Overexpansion: The Case of Trade Secret Protection of Non-Personal Data. IIC
53, 917-949 (2022) at 922.
https://doi.org/10.1007/s40319-022-01204-8. Data that makes up massive digital aggregations is
typically a raw meaningless component when it is produced. Therefore, not only is it a by-product
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of other activities, but it has also become a basic “recorded abstraction of the world” resulting
from the transformation of all aspects of reality into data ( “datafication” ).27 In most
applications, it has become an infrastructure that makes any kind of activity, good or service
possible.28 Data dependency then goes through processes of data appropriation29 and
propertisation, making reliance on massive datasets a matter of survival in global markets. IP
standards contribute to this cause, for they form the basis of and formalise the relationship
between individuals and social aggregations in their proprietorial endeavours. By taking this to the
extreme, Haggart argues that they open the door to a “ ‘neo-feudal’ global economy, with IP (and
data) owners ensconced at the top” .30 Thus, novel challenges for intellectual property ensue in
today's “datafied” world. If any component of reality is computable and convertible into data,
then a widespread proprietary architecture is a plausible future. If we open the way for IPRs and
quasi- IPRs in respect of data, it is striking how most data elements can virtually turn into
something eligible for protection

38 IRy Bt A By LR S Ay At A M 2 3945 (TRIPS§39)
https://www.tipo.gov.tw/tw/cp-10-890012-8b516-1.html (#x4£ & 252023F10A1H ) -

39 ¢ WTO, Uruguay Round Agreements: TRIPS, Section 7: protection of undisclosed information Article
39, available at
https://www.wto.org/english/docs_e/legal_e/27-trips_04d_e.htm. (Natural and legal persons shall
have the possibility of preventing information lawfully within their control from being disclosed
to, acquired by, or used by others without their consent in a manner contrary to honest
commercial practices (10) so long as such information: (a)is secret in the sense that it is not, as a
body or in the precise configuration and assembly of its components, generally known among or
readily accessible to persons within the circles that normally deal with the kind of information in
question; (b)has commercial value because it is secret; and (c)has been subject to reasonable steps
under the circumstances, by the person lawfully in control of the information, to keep it secret.)

3210 : Directive (EU) 2016/943, of the European Parliament and of the Council of 8 June 2016 on the

Protection of Undisclosed Know-How and Business Information (Trade Secrets) Against Their
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— ~ Lyft, Inc. v. City of Seattle, Supreme

Court of Washington (190 Wn.2d 769)

Unlawful Acquisition, Use and Disclosure, 2016 OJ (L 157) 1, 18. " st A$54 Mm% » @HA T T
&1L "BERE REHEATHAZRGRL (AD)EXREY  BEEEs—MERRLa
RRER ;O AEFE R B A f0 K 0 B A8 W R L AR B SR G B T N e AT BT S s B R R S FEAT
(DE&EBREPTALFEEBMA ) (O FIEHZR LA CRIE LB RIS I LK
% | (For the purposes of this Directive, the following definitions apply: (1) ‘trade
secret’ means information which meets all of the following requirements: (a)it is secret in the
sense that it is not, as a body or in the precise configuration and assembly of its components,
generally known among or readily accessible to persons within the circles that normally deal
with the kind of information in question; (b)it has commercial value because it is secret; (c)it has
been subject to reasonable steps under the circumstances, by the person lawfully in control of the
information, to keep it secret) .

E11: BTG G &MARERFRA - RHETEREHTEOFRASERE - KRB EPIE > AR
EMaITERL LS AR A EAEFHT » ARK—MXEZE & (The National Conference of
Commissioners on Uniform State Laws) &{# &N 2 £ B IRE R K — K AZHE > 801979F 4]
FH— % EHBE R (Uniform Trade Secret Act) Z#A& - mmdid &M % S8k Zf R & ik B0F
IR BUR I RPIR B R ERFRHELME - HE1996F B €44 € LK M3k (Espionage
Act) " FTRERSEBFREMNEAERAL  THERATEREHEINCELEER > AR
HEHFRHEAEERFRFEAZITR B TFARMNL "2016F 2 EREH X, (Defend
Trade Secrets Act of 2016 DTSA » FA§FFfiik) ~ S— S ERFT NG SENTERSE : "L
BREAX BEX S BF - RM R HRAR (AFETRRME) - BREAIOTHRIL
BEIAERA P HEFEFRBAGAT SRR LR E0EE FRAEL  EmA THRXBLENE L
2FRABAR 5 H o AR F RIS TEL IR FA B KL o | (The USTA defines a "trade secret"
as: "information, including a formula, pattern, compilation, program, device, method, technique, or
process that: Derives independent economic value, actual or potential, from not being generally
known to, and not being readily ascertainable by proper means by, other persons who can obtain
economic value from its disclosure or use; and Is the subject of efforts that are reasonable under

the circumstances to maintain its secrecy.)
EI2:TAM KA M ¥ AS il BFRXRTAERL OB E S £% BARE
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SRBRHZANRE  B)ZERALAE LG GTFEME BT ERORLBAY  BEZHT
ARG EMAPTE G doty » L EEBEF G RIS, ER » & LA TIANZE A0Y5 5 Ak
o ST 42 AR AE - 18 US. Code § 1839, Definitions. (3)the term “trade secret” means all forms
and types of financial, business, scientific, technical, economic, or engineering information,
including patterns, plans, compilations, program devices, formulas, designs, prototypes, methods,
techniques, processes, procedures, programs, or codes, whether tangible or intangible, and
whether or how stored, compiled, or memorialized physically, electronically, graphically,
photographically, or in writing if (A)the owner thereof has taken reasonable measures to keep
such information secret; and (B)the information derives independent economic value, actual or
potential, from not being generally known to, and not being readily ascertainable through proper
means by, another person who can obtain economic value from the disclosure or use of the
information.
3213 : Lyft, Inc. v. City of Seattle, 190 Wn.2d 769 (Wash. 2d. 2018).
The City contends that the trial court neglected to make concrete findings on the required UTSA
elements. RCW 19.108.010(4). First, the City argues that the court failed to specifically find,
based on the facts, that the L/R zip code reports constitute a compilation under the UTSA.
Opening Br. of Appellant City at 38-39. HN18[ ] Because the UTSA provides no definition for the
term “compilation,” we look to its usual and ordinary dictionary definition. Fraternal Order of
Eagles, Tenino Aerie No. 564 v. Grand Aerie of Fraternal Order of Eagles, 148 Wn.2d 224, 239,
59 P.3d 655 [*782] (2002). Webster's [*¥*13] defines “compilation” as “something that is a
product of the putting together of two or more items: as --- an accumulation of many things,
elements, or influences.” WEBSTER'S THIRD NEW INTERNATIONAL DICTIONARY 464 (1981).
[*¥109] 17 Lyft argues that its zip code reports constitute an “ ‘accumulation’ of all zip code
data for each and every Lyft ride [documented] on the quarterly reports, -+ contain[ing] the
entire universe of zip code data for Lyft for any given quarter.” Resp't Lyft's Answering Br. at
17-18. L/R zip code reports are distinguishable from the discrete reports for which the superior
court denied injunctive relief. CP at 266 (Order Granting in Part & Den. in Part Pls. Mot. for
Prelim. Inj. at 3 (Mar. 21, 2016)). The trial court inferred that zip code report queries that
extract data equate to an ability to compile information. CP at 2705.
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2214 : 18 Next, the City argues that the superior court failed to make concrete [*¥¥14] findings
regarding the effort and expense L/R undertook in extracting quarterly zip code records using the
City's reporting template, that neither Lyft nor Rasier met its burden to demonstrate the zip code
reports have independent economic value because little or no effort or expense was incurred in
producing these reports, and that the real value resides in other L/R data not reported to the City.
Opening Br. of Appellant City at 40-42. It notes that “neither [Lyft nor Rasier] attempted
to ‘quantify in any meaningful way the competitive advantage the other ‘would enjoy if the
information was released.” Id. at 42. HN19[ ] Information possesses independent economic value
under the UTSA when effort and expense were incurred to develop the information. McCallum v.
Allstate Prop. & Cas. Ins. Co., 149 Wn. App. 412, 424, 204 P.3d 944 (2009); Nowogroski Ins., 137
Wn.2d at 438. The information must not [*¥783] be readily ascertainable from another
source. Spokane Research & Def. Fund v. City of Spokane, 96 Wn. App. 568, 577-78, 983 P.2d
676 (1999). 119 The trial court found value in the zip code reports as a spatial indicator of
L/R revenue generation and as a strategic indicator for marketing new products. CP at
2705. The court also found that both L/R are interested in obtaining the other's zip code
reports, though this was hotly debated. Id. The superior court found the zip code reports
are not readily ascertainable by competitors [**¥*15] by proper means. CP at 2717. While it
is a close call, the record sufficiently demonstrates the independent economic value of the data
reflected by the zip code reports, including as an indicator for potential routes for launching new
ride pool and sharing products, and markets for subscription services. Substantial evidence
supports the superior court's finding of independent economic value in the zip code reports. 420
Finally, the City argues that every L/R driver accesses company data, even when also
driving for the competitor TNC, and thus the zip code data is not a trade secret that is
the “subject of efforts that are 190 Wn.2d 769, #781; 418 P.3d 102, **108; 2018 Wash.
LEXIS 350, ***11 Page 17 of 26 reasonable under the circumstances to maintain its
secrecy.” RCW 19.108.010(4)(b); see also Opening Br. of Appellant City at 47. Respondents
reply that although the driver may have access to the beginning and ending zip codes for
each trip driven, the driver lacks access to other records in the quarterly zip code report.
Resp't Rasier LLC's Answering Br. at 28. The superior court found that the respondents L/
R do not share the zip code reports between each other because of the perceived
competitive disadvantages of doing so. CP at 2705-06. L/R restrict access to the zip code
reports internally within their companies, [**¥16] with corresponding policies and procedures. CP
at 2706. The limited data drivers have is not the same data L/R protect. Substantial evidence
supports the superior court's finding that L/R make reasonable efforts under the circumstances to
maintain the secrecy of the zip code reports. [¥784] Y21 In sum, while the evidence is mixed and
the question is not beyond debate, the superior court sustainably concluded that L/R's zip code
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reports are “trade secrets’ within the meaning of the UTSA. For this reason, the UTSA is
in this context. See PAWS, 125 Wn.2d at
261-62. Concluding that L/R records contain trade secrets does not end the inquiry, however. As

properly regarded as an applicable “other statute”

[**¥110] noted, there is no categorical exemption for trade secrets under the PRA, and we must
therefore determine whether L/R are entitled to an injunction to prevent the City from disclosing
the records in response to a public records request.

: Compulife Software Inc., v. Newman, 959 F.3d 1288 (11 Cir. 2020).

Compulife maintains a database of insurance-premium information called the "Transformative
Database" to which it sells access. The Transformative Database is valuable because it contains
up-to-date information on many life insurers' premium-rate tables and thus allows for
simultaneous comparison of rates from dozens of providers. Most of Compulife's customers are
insurance agents who buy access to the database so that they can more easily provide reliable
cost estimates to prospective policy purchasers. Although the Transformative Database is based
on publicly available information namely, individual insurers' rate tables it can't be replicated
without a specialized method and formula known only within Compulife.

! the "internet-engine" license permits a licensee to host Compulife's internet-quote engine, which

includes the Transformative Database, on its own server and to integrate it with additional
features of its own creation. An internet-engine licensee [¥1297] can then sell access to 'its"
product which is an amalgamation of Compulife's internet-quote engine with any accoutrements
that the licensee has seen fit to add. Importantly, though, internet-engine licensees can sell access
only to Compulife's PC licensees. This arrangement allows an internet-engine licensee to include
Compulife's internet-quote engine again, with the Transformative Database as a part of its own
product, while simultaneously ensuring that it doesn't compete with Compulife for potential
insurance-agent customers. Compulife also permits an internet-engine licensee to provide its web-
quoter HTML code to the licensee's customers so that the customers' websites can retrieve quotes
from the licensee's server. This is the same copyrighted HTML code that Compulife provides to
PC licensees with the web quoter add-on.

Now, to the defendants, who are also in the business of generating life-insurance quotes primarily
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through a website, www.naaip.org. Prospective life-insurance purchasers can then obtain quotes
on any of these NAAIP-hosted websites by entering demographic information, just as they could
on the website of any Compulife PC licensee with a [**¥7] web quoter add-on. Each NAAIP site
includes a link that allows consumers to purchase insurance through One Resource Group, Inc., a
brokerage firm with which the defendants have partnered. If a visitor to an NAAIP site uses the
link to buy insurance, the defendants receive a part of One Resource's brokerage fees in exchange
for the referral.

3218 : In the 42 case, Compulife alleges that the defendants hired a hacker, Natal, to "scrape" data from
its server. Scraping is a technique for extracting large amounts of data from a website. The
concept is simple; a hacker requests information from a server using ordinary HTTP commands
similar to those that a legitimate client program of the server might employ in the ordinary
course. Although a hacker could obtain the data manually by entering each command as a line of
code and then recording the results, the true power of a scraping attack is realized by creating a
robot or "bot," for short that can make many requests automatically and much more rapidly than
any human could. A bot can request a huge amount of data from the target's server technically
one query at a time, but several queries per second and then instantaneously record the returned
information in an electronic database. By formulating queries in an orderly fashion and recording
the resulting information, the bot can create a copy or at least a partial copy of a database
underlying a website.

3219 : Natal used this scraping technique to [**¥12] create a partial copy of Compulife's Transformative
Database, extracting all the insurance-quote data pertaining to two zip codes one in New York
and another in Florida.3 That means the bot requested [*¥1300] and saved all premium estimates
for every possible combination of demographic data within those two zip codes, totaling more
than 43 million quotes. Doing so naturally required hundreds of thousands of queries and would
have required thousands of man-hours if performed by humans but it took the bot only four
days. The HTML commands used in the scraping attack included variables and parameters
essentially words (or for that matter any string of characters) used to designate and store values
from Compulife's copyrighted HTML code. For example, the parameter "BirthMonth" in
Compulife's code stores a number between one and twelve, corresponding to a prospective
purchaser's birth month.)

3£20 : Compulife alleges that the defendants then used the scraped data as the basis for generating
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quotes on their own websites. The defendants don't disagree, except to claim that they didn't
know the source of the scraped data but, rather, innocently purchased the data from a third
party. Moses Newman testified, however, that he watched Natal collect the requested data in a
manner consistent with a scraping attack. David Rutstein also testified that when the defendants
instructed Natal to obtain insurance-quote information, they fully intended for her to "extract[ ]
data" from an existing website.

: And now for something completely different trade-secret law. HN30[ | To prove a claim under

the Florida Uniform Trade Secrets Act (FUTSA), Compulife "'must demonstrate that (1)it
possessed a trade secret and (2) the secret was misappropriated.” Yellowfin Yachts, Inc. v. Barker
Boatworks, LLC, 898 F.3d 1279, 1297 (11th Cir. 2018) (quotation and quotation [*¥1311] marks
omitted).13 Florida law defines a trade secret as information... that: (a)ldJerives independent
economic value.. from not being generally known to, and not being readily ascertainable by
proper means by, other persons who can obtain economic value from its disclosure or use; and (b)
liJs the subject of efforts that are reasonable under the circumstances to maintain its secrecy.

Fla. Stat. §688.002(4). "[W
a fact finder after full presentation of evidence from each side." Yellowfin Yachts, 898 F.3d at
1298-99 (quoting Lear Siegler, Inc. v. Ark-Ell Springs, Inc., 569 F.2d 286, 288-89 (5th Cir.

1978)). The magistrate judge found that Compulife's Transformative Database was a trade secret,

Jhether something is a trade secret is a question typically 'resolved by

a finding that is not clearly erroneous and that, in any event, doesn't seem to be contested on
appeal. We can therefore move straight to the question of misappropriation.

HN31[ ] One party can misappropriate another's trade secret by either acquisition, disclosure, or
use. See Fla. Stat. §688.002(2). Compulife alleges misappropriation [**38] both by acquisition
and by use but not by improper disclosure. A person misappropriates a trade secret by acquisition
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when he acquires it and "knows or has reason to know that the trade secret was acquired by
improper means." Id. § 688.002(2)(a). A person misappropriates a secret by use if he uses it
"without express or implied consent" and either:
1.Used improper means to acquire knowledge of the trade secret; or
2.At the time of disclosure or use, knew or had reason to know that her or his knowledge of the
trade secret was:
a.Derived from or through a person who had utilized improper means to acquire it;
b.Acquired under circumstances giving rise to a duty to maintain its secrecy or limit its use; or
c.Derived from or through a person who owed a duty to the person seeking relief to maintain
its secrecy or limit its use; or
3.Before a material change of her or his position, knew or had reason to know that it was a trade
secret and that knowledge of it had been acquired by accident or mistake. Id. § 688.002(2)(b).
2224 : The concept of "improper means" which under FUTSA may apply in both the acquisition and use
contexts is significant here, so we should pause to unpack it. HN32[ ] As used in FUTSA, '"[i]
mproper means' is defined [**39] to include "theft, bribery, misrepresentation, breach or
inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other
means." Id. §688.002(1). In the law of trade secrets more generally, "theft, [¥1312] wiretapping,
or even aerial reconnaissance" can constitute improper means, but "independent invention,
accidental disclosure, or . .. reverse engineering" cannot. Kewanee Oil Co. v. Bicron Corp., 416 U.S.
470, 476, 94 S. Ct. 1879, 40 L. Ed. 2d 315 (1974).14 Actions may be "improper" for trade-secret
purposes even if not independently unlawful. See E. I. Du Pont de Nemours & Co. v. Christopher,
431 F.2d 1012, 1014 (5th Cir. 1970) (rejecting the argument "that for an appropriation of trade
secrets to be wrongful there must be a trespass, other illegal conduct, or breach of a confidential
relationship"). Moreover, the inadequacy of measures taken by the trade-secret owner to protect
the secret cannot alone render a means of acquisition proper. So long as the precautions taken
were reasonable, it doesn't matter that the defendant found a way to circumvent them. Indeed,
even if the trade-secret owner took no measures to protect its secret from a certain type of
reconnaissance, that method may still constitute improper means.
2£25 : If the scraping attack constituted "improper means" a question that the magistrate judge also
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failed to address it would be difficult to escape the conclusion that the defendants either (1)used
a trade secret of which they had improperly acquired knowledge or (2)used a trade secret of
which they had acquired knowledge from a person whom they knew or had reason to know had
improperly acquired the knowledge. See Fla. Stat. §688.002(2)(b)(1), (2)(a). [**44] The
defendants admitted both to hiring the hacker and to observing her take actions consistent with
a scraping attack. It's hard to see how the defendants didn't at least "have reason to know" that
Natal had acquired knowledge of a trade secret for them by improper means if, indeed, the
scraping attack amounted to improper means. The magistrate judge's failure to consider this
possibility must also be rectified on remand.

! Transformative Database couldn't have been misappropriated by acquisition in the 42 case

because the individual quotes that Natal scraped were freely available to the public. True, the
quotes' public availability is important to the first prong of trade-secret misappropriation the
initial determination whether a protectable secret exists. HN36[ | Public availability creates a
vulnerability, which if unreasonable could be inconsistent with the reasonable precautions
requisite to trade-secret protection. See Fla. Stat.§ 688.002(4)(b). But here the magistrate judge
found that the Transformative [**45] Database was a trade secret; he gave judgment for the
defendants because he believed that the public availability of the quotes precluded a finding of
misappropriation. The magistrate judge reasoned that all "claims in the 42 case, alleging
misappropriation of these quotes, necessarily fail' simply because the individual quotes were
available to the public and thus did "not constitute trade secrets." Compulife Software, 2018 U.S.
Dist. LEXIS 41111, at *45.

That is incorrect. Even granting that individual quotes themselves are not entitled to protection
as trade secrets, the magistrate judge failed to consider the important possibility that so much of
the Transformative Database was taken in a bit-by-bit fashion that a protected portion of the
trade secret was acquired. The magistrate judge was correct to conclude that the scraped quotes
were not individually protectable trade secrets because each is readily available to the public but
that doesn't in and of itself resolve the question whether, in effect, the database as a whole was
misappropriated. Even if quotes aren't trade secrets, taking enough of them must amount to
misappropriation of the underlying secret at some point. Otherwise, there would be no substance
to trade-secret protections [**46] for "compilations," which the law clearly provides. See HN37[ ]
Fla. Stat. § 688.002(4) ("Trade secret' means information, including a.. compilation."); Unistar
Corp. v. Child, 415 So. 2d 733, 734 (Fla. Dist. Ct. App. 1982) (holding that a "distillation of"
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publicly available information was a protectable trade secret). And total, stem-to-stern
appropriation is unnecessary to establish liability; appropriation of a "substantial portion" is
sufficient. Cf. Penalty Kick Mgmt., 318 F.3d at 1292-1293 ("The unauthorized use need not
extend to every aspect or feature of the trade secret; use of any substantial portion of the secret
is sufficient to subject the actor to liability." (quoting Restatement (Third) of Unfair Competition
8 40 cmt. ¢ (1995)).

3228 : The magistrate judge treated the wrong question as decisive namely, whether the quotes taken
were individually protectable. He left undecided the truly determinative questions: (1)whether the
block of data that the defendants took was large enough to constitute appropriation of the
Transformative Database itself, and (2)whether the means they employed were improper. Having
found that the Transformative Database was protectable generally, the magistrate judge was not
free simply to observe that the portions taken were not individually protectable trade secrets.

3229 : AirFacts, Inc. v. De Amezaga, 909 F.3d 84 (4th Cir. 2018).

We now turn to AirFacts' Maryland trade secrets claims. HN6[ ] "To prove misappropriation of
[##£1819] a trade secret [under the MUTSA], a plaintiff must show (1)that it possessed a valid
trade secret, (2)that the defendant acquired its trade secret, and (3)that the defendant knew or
should have known that the trade secret was acquired by improper means." Trandes Corp. v. Guy
F. Atkinson Co., 996 F.2d 655, 660 (4th Cir. 1993) (citing Md. Code Com. Law §11-1201(c)(1)).
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330 : information, including a formula, pattern, compilation, program, device, method, technique, or

process, that: (1)Derives independent economic value, actual or potential, from not being generally

known to, and not being readily ascertainable by proper means by, other persons who can obtain

economic value from its disclosure or use; and (2)Is the subject of efforts that are reasonable

under the circumstances to maintain its secrecy.

2£31 : Md. Code Com. Law 811-1201(e). Before the MUTSA was codified, Maryland applied the
Restatement's factor-based definition of "trade secret,” which remains useful in a MUTSA analysis.
Trandes, 996 F.2d at 661. Under the Restatement, HN8[ ] a trade secret can be identified by:
(1)the extent to which the information is known outside of his business; (2)the extent to which it

is known by employees and others involved in his business; (3)the extent of measures taken by

him to guard the secrecy of the information; (4)the value of the information to him and to his

competitors; (5)the amount or effort or money expended by him in developing the information;

(B)the ease or difficulty with which the information could be properly acquired or duplicated by

others.
Restatement (First) of Torts § 757 cmt. b.

3£32 : HiQ Labs,, Inc. v. LinkedIn, 938 F.3d 985 (9th Cir. 2019).
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237 : European Commission, Data Act-Questions and Answers, 28 June 2023, available at

https://ec.europa.eu/commission/presscorner/detail/en/ganda_22 1114 (last visited October 1,

2023).

2238 : Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on
harmonised rules on fair access to and use of data (Data Act) COM/2022/68 final, available at
https://eur-lex.europa.cu/legal-content/EN/TXT/?uri=COM%3A2022%3A68%3AFIN (last visited

October 1, 2023).
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The user should be free to use the data for any lawful purpose. This includes providing the data
the user has received exercising the right under this Regulation to a third party offering an
aftermarket service that may be in competition with a service provided by the data holder, or to
instruct the data holder to do so. The data holder should ensure that the data made available to
the third party is as accurate, complete, reliable, relevant and up-to-date as the data the data
holder itself may be able or entitled to access from the use of the product or related service. Any
trade secrets or intellectual property rights should be respected in handling the data. It is
important to preserve incentives to invest in products with functionalities based on the use of
data from sensors built into that product. The aim of this Regulation should accordingly be
understood as to foster the development of new, innovative products or related services, stimulate
innovation on aftermarkets, but also stimulate the development of entirely novel services making
use of the data, including based on data from a variety of products or related services. At the
same time, it aims to avoid undermining the investment incentives for the type of product from
which the data are obtained, for instance, by the use of data to develop a competing product.
2239 : 1.Where data cannot be directly accessed by the user from the product, the data holder shall
make available to the user the data generated by its use of a product or related service without
undue delay, free of charge and, where applicable, continuously and in real-time. This shall be
done on the basis of a simple request through electronic means where technically feasible.
2. The data holder shall not require the user to provide any information beyond what is necessary
to verify the quality as a user pursuant to paragraph 1. The data holder shall not keep any
information on the user's access to the data requested beyond what is necessary for the sound
execution of the user's access request and for the security and the maintenance of the data
infrastructure.
3.Trade secrets shall only be disclosed provided that all specific necessary measures are taken to
preserve the confidentiality of trade secrets in particular with respect to third parties. The data
holder and the user can agree measures to preserve the confidentiality of the shared data, in
particular in relation to third parties.
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3240 : 8 Trade secrets shall only be disclosed to third parties to the extent that they are strictly

necessary to fulfil the purpose agreed between the user and the third party and all specific

necessary measures agreed between the data holder and the third party are taken by the third

party to preserve the confidentiality of the trade secret. In such a case, the nature of the data as

trade secrets and the measures for preserving the confidentiality shall be specified in the

agreement between the data holder and the third party.

3241 : The third party shall not: (e)use the data it receives to develop a product that competes with the

product from which the accessed data originate or share the data with another third party for

that purpose;

3242 : 6. Unless otherwise provided by Union law, including Article 6 of this Regulation, or by national

legislation implementing Union law, an obligation to make data available to a data recipient shall

not oblige the disclosure of trade secrets within the meaning of Directive (EU) 2016/943.

3243 : Foo Yun Chee, EU draft Data Act puts trade secrets at risk, Siemens, SAP say, May 9, 2023
https://www.reuters.com/technology/siemens-sap-say-eu-draft-data-act-puts-trade-secrets-
risk-2023-05-07/ (last visited September 27, 2023).
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Aplin, T., Radauer, A., Bader, M.A. et al. The Role of EU Trade Secrets Law in the Data Economy:
An Empirical Analysis. IIC 54, 826-858 (2023) at 854.

https://doi.org/10.1007/s40319-023-01325-8.
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3£46 : David Coldewey, OpenAl shifts from nonprofit to ‘capped-profit’ to attract capital, March 12,

2019,

https://techcrunch.com/2019/03/11/openai-shifts-from-nonprofit-to-capped-profit-to-attract-

capital/ (last visited October 1, 2023).

3247 : Microsoft, Data, Privacy, and Security for Microsoft 365 Copilot, September 27, 2023,
https://learn.microsoft.com/en-us/microsoft-365-copilot/microsoft-365-copilot-privacy (last visited

October 1, 2023).
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